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Why this presentation?

Security is sometimes dif�cult, even in Linux.

Good resources might be dif�cult to �nd.

Documentation might not be too god (sometimes)

This is also a chance to make questions.
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But what is Linux?

What is Linux really? It is really just a kernel. We should
be talking about maybe...

GNU/Linux?

Apache/GNU/Linux?

OpenSSH/OpenSSL/Apache/GNU/Linux?

Ext2/GNU/Linux?

Also, GNU/Linux operating systems are provided by
different vendors, which are we talking about?
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General considerations

We will see general issues in OS design/deployment

Linux (the kernel) has built-in security (UNIX design)

Which tools can come an aid me?

How can I keep the system secure?

Most important: security is a process, not a product (but
we talk about them)
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General terms

Some general terms that need to be introduced:

Minimum privilege

Defense in depth

Hardening

Defense by obscurity (really?)
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Some data

Most attacks in the Internet are directed towards
default con�gurations or unpatched/unsecured
systems.

Know Your Enemy: Statistics Analyzing the past ..
predicting the future
(http://www.honeynet.org/paper/stats)

A default installation of RedHat 6.2 is
compromised in the Internet in less than 72 hours
(year 2000)
The fastest system compromise since it is
connected to the Internet is 15 minutes (year
1999)
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Standard security features in a Linux kernel

A recent Linux kernel provides a broad range of security features:

User separation (multiuser)

Process separation (multitask)

POSIX capabilities (since 2.2)

Filesystem security

Audit trails

PAM authentication

Network �rewalling (and other network limitations, like sy ncookies)

Pure random generators (important for crypto)

And some will come in future (2.6) releases or can be added in newer
kernels: IPSec, LSM system (for SElinux, LIDs, OpenWall ), buffer
over�ow protection (GRsecurity, OpeWwall or PAX), MAC cont rols
(SELinux, RSBAC), POSIX ACLs...
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Standard security features in the user-space

Also A recent GNU/Linux based security OS might
provide all or some of these security features and tools:

Crypto tools (GPG, OpenSSH, OpenSSL...)

Security audit tools (remote and local)

Automatic hardening tools

Forensic tools

Pen-testing tools

Automatic source code audit programs

Many alternatives for common tools

It comes with the source! (possibility to audit)

Note: we will limit ourselves to free software tools that
run on Linux.
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How secure is a standard GNU/Linux OS?

There is no such thing as a standard GNU/Linux OS:
At the time of writing: 11 major distributions and 2474 smaller
distros.
Some vendors put more effort into security others more into
usability
You choose: do yoy want it user-oriented like Mandrake or
security-oriented like Adamantix?

Most vendors have done a better security design (post
Ramen/Lion worm):

Reduced exposure (few services in the default install)
Privilege separation (services do not run as superuser)
New (or better) security tools.

Regardless of what the vendor does: what do you want?

FIST Conferences - 2004 – p. 10



Hardening a default GNU/Linux OS

Some things to take into account:

What do you have?

What do you want it for?

What is your security policy? (Do you have one?)

How much hardening you want to do? (i.e. how
paranoid are you?)

How do you want to do it?

How are you going to review that the security level
you set is maintained throughout time?

FIST Conferences - 2004 – p. 11



Hardening a system

Common (i.e. generic) steps:

Installation based on purpose (usually small)
Proper partitioning.
Install only needed software.
System administration and authentication.

System update:
Recommended and security patches.
Sometimes needs network connectivity (you better be
prepared!)

Installation of needed services/applications.

Security audit review (consider automatic tools)

Hardening of the system:
Remove uneeded services
Additional restrictions

Review, if needed, harden again
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Applying defense in depth

Defense in depth means applying different barriers to stop attackers so
that if one barrier falls the system is not compromised. For example, to
secure network communications:

Remove unneeded network services
But someone could re-active them (by mistake or on purpose)

Uninstall those services
But they could get installed again

Filter access to unknown services in tcpwrappers
But services might not use tcpwrappers.

Filter access using network �rewalling rules
But what if someone drops the �rewall?

Do periodic checks to monitor reachability of network services.

...
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Automatic hardening: tools to the rescue

Some common changes are boring and repetive, it's best
left to tools (if they work as expected):

Bastille (www.bastille-linux.org): an interactive
hardening tool. Helps implement a security policy
guiding the administrator through different questions.
Portable and robust.

Titan (www.�sh.com/titan): an automated hardening
tool. Implements common security measures.

Some distributions provide a way to de�ne a security
level (but sometimes this only changes the �rewall
con�guration)
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Security tools

Once hardened (or before it is), what other security tools,
can be useful to us:

Security audit tools (remote and local)

IDS (host and network based)

Patch management

Some others might be useful later (forensics) or for other
purposes (honeypots, penetration test tools, password
cracking tools).
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Security audit

From the RFC2828 (Internet Security glossary)

security audit
(I) An independent review and examination of a
system's records and activities to determine the
adequacy of system controls, ensure compliance
with established security policy and procedures,
detect breaches in security services, and
recommend any changes that are indicated for
countermeasures. [I7498 Part 2, NCS01]
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Security audit - tools

Remote assessment tools: Nessus, nmap

Local assessment tools:
Some hardening tools can be used: Bastille, Titan
Some (H)IDS tools can be used too: Tiger
Some other speci�c tools: LSAT, OVAL
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Intrusion detection

Intrusion Detection can be done at different locations:

Host-based:
Kernel audit
Integrity analysis of the (�le)system
Suspicious activities that take place in the host

Network-based:
Inspection of packets through the network (to any
host)
Inspection of packets that arrive to the host
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NIDS tools

Snort is the number one NIDS tool for GNU/Linux
systems (and comes with many distributions).

Some other toos: arpwatch, psad, ippl (avoid
portscand)
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HIDS tools - user space

In user space:

Rutinary checks: checksecurity (in different
Linux/BSD distributions)

Analysis of log�les : logcheck,
log-analysis,logsnorter

Filesystem integrity checks (hashes, permissions...):
tripwire, aide, integrit samhain, bsign. Can also be
done using the package management databases
(rpm and dpkg)

Con�guration and security issues: Nabou

Other: chkrootkit, checkps, adeos, dtk

FIST Conferences - 2004 – p. 20



HIDS tools - kernel level

LIDS (http://www.lids.org/)
Kernel patch
Implements reference monitor
Also MAC (Mandatory Access Control)

SNARE
(http://www.intersectalliance.com/projects/Snare/index.html)

Offers and activity audit daemon (C2 level security)
Working on integrating it for 2.6
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A look at an HIDS tool: Tiger

Host based ID

Modular approach: multiple test to detect security policy
deviations.

Checks on: �lesystem, con�guration �les $PATH, user activity,
open ports

Can interoperate with other tools (tripwire, john, chkrootkit...)

Two uses
As an audit tools: run once to make a report (“baseline”)
Intrusion detection: rutinary checks running some of the
modules (through the cron daemon)

FIST Conferences - 2004 – p. 22



Patching the system

Security degrades with time (new vulnerabilities are
discovered in existing software or a new way to
compromise the security is found)

Tools currently based on distribution: up2date
(RedHat), apt (Debian and some other distributions
too)...

It is important to determine when the system needs
to be patched (priorise vulnerabilities)

It is important to verify that the patch source is proper
(patch signatures)

It is important to verify that patches do not vary your
security level (do not install new stuff or change your
con�g)
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Security Certi�cation

Security Certi�cation is more than FUD and is importan in som e
environments (government, military)

Common Criteria (product certi�cation):
initially Linux-derived �rewalls: (Watchguard, Stonegat e)
SuSE Linux Enterprise Server 8 achieved CAPP/EAL3+ (december
2003) and was the �rst to be certi�ed (EAL 2, august 2003)
Red Hat Enterprise Linux AS/ES/WS 3 is EAL2 (february 2004)
Some other distributions might follow soon (ltp.sourceforge.net)

Process certication:
Mitre provides CVE certi�cation for services that are
CVE-compatible.
Currently Debian and RedHat are CVE-compatible.
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Final remarks

Linux security is however you want it: lax or strict.

Linux security kernel is feature full (bloated?) but
also provides security features.

Each GNU/Linux distribution comes with a different
security perspective: learn how to improve it

Quite a lot of free software security tools available in
most GNU/Linux operating systems, some of which
are not really Linux speci�c, but are part of the OS.

Still not there in source code audit (OpenBSD is the
lead here)
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Additional references

Linux Security HOWTO, Kevin Fenzi and Dave Wreski,
http://www.linuxsecurity.com/docs/LDP/Security-HOWTO/

Secure Programming for Linux and Unix HOWTO, David A.
Wheeler, available at http://www.dwheeler.com/secure-programs

Securing and Optimizing Linux: The Ultimate Solution, Gerhard
Mourani http://www.openna.com/products/books/sol/solus.php

Securing Debian Manual, Javier Fernández-Sanguino,
http://www.debian.org/doc/manuals/securing-debian-howto/

Linux Security Overview, ISSA-PS 2003, Brian Hatch,
http://www.ifokr.org/bri/presentations/issa-2003/

Linux: The Securable Operating System, Brian Hatch,
http://www.ifokr.org/bri/presentations/lfnw-2003/

http://www.linuxsecurity.com

http://www.linuxquestions.org/ (Security Forum)
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