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l Introduction to DNS
e 4

The Domain Name System
® |dea started in 1982 by Jon Postel

® Created from the need to route email among
internet domains

DNS Services

® Translation of host names to IP addresses

® Routing e-mail to its destination

© Pedro Soria-Rodriguez, sorrodp@ alum .wpi.edu



5] ntroduemomapwe
& A

—

CHEMTECH SEPTEMBEAR 1995 51

© Pedro Soria-Rodriguez, sorrodp@ alum.wpi.edu



I”I'

l Introduction to DNS
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Parts of the Domain Name System
® DNS Data
® DNS Servers

m Data fetching protocols

DNSisa...
® Distributed
® Replicated

®m Hierarchical

. . . database
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l Introduction to DNS
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DNS Data

m Types: “Resource Records”

® Organized in “Zone” files

DNS Servers and Resolvers

m Servers provide information
m Caching
® Authoritative

m Resolvers make queries
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Resolver Root DNS
— Address of www.wpi.edu ? o:
4 =
Ask 130.215.36.18 1025 6.32
\ i TLD DNS

130.215.36.18
Authoritative DNS
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l Basic DNS operation
(X

DNS queries to ask for...
A hostname’s IP address
A domain's mail exchange
A hostname's aliases
Zone transfer (AXFR)

DNS responses

m “A” IP address of a hostname

PTR (pointer), hostname of an IP

MX (mail exchange), email-processing machine
Other (AXFR, CNAME, etc...)
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l Basic DNS operation
(X

DNS Zones

m Zone: All the information regarding a domain

m Stored in a primary server

Zone transfers

® For propagating new zone information to
secondary DNS servers

® Secondary servers poll the primary
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DNS relevance
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Th “Internet relies greatly on the DNS
Danger: : ;EL”:ZHL

DNS responses lack authenticail_fi-o'n' -
Open to spoofing attacks e |
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l Problems with DNS
(X |

Several possible attacks:
® Packet interception attacks

2 Name based attacks

m Betrayal by trusted server
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Problems with DNS

Packet interception

B DNS responses lack authentication

B DNS responses can be forged

Resolver
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Address of www.wpi.edu ?

-

Answer: 130.215.36.202

Address of www.wpi.edu ?

-

Fake answer:166.66.66.66




Problems with DNS

Name-based attacks
Cache-poisoning / fake authority

® Injecting RR's with malicious information
into a DNS cache

Vietim
Attacker DNS Cache
Force DNS query >

——
[ ]

[ ——]

— Legitimate DNS query

DNS query with additional RR's >

Additional RR's with DNS names intended to direct new
DNS queries to legitimate server belonging to attacker
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Problems with DNS

Mobile devices trust assigned DNS server

DNS query

True answer

Resolver at location A

DNS query

DNS Server

Answer with bogus information

Resolver at location B
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l Solutions for insecure DNS
(&

Problem 1i1s
lack of authentication

Solution:
® |Introduce authentication and integrity protection

m Using cryptographic signatures
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Solutions for insecure DNS

TSIG:

B DNS message authentication and integrity
B Request/query authentication

B Transaction authentication

TKEY

m Establishment of session keys for use in TSIGs

DNSSEC

m Zone data protection

® Public key distribution
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l Security solutions for DNS
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TSIG — Transaction Signatures
B Symmetric keys

m Signature (keyed hash) appended to messages

Header

Question

Header

Question

Answer
Authority
Additional
TSIG

Answer
Authority
Additional

hash (key, mesg) = TSIG
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l Security solutions for DNS

TSIG — Transaction Signatures

Checking the received DNS message

Header

Question

Answer
Authority
Additional
TSIG
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hash (key, mesg) =
Computed TSIG
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—p» Received TSIG
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l Security solutions for DNS
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TSIG — Transaction Signatures
m Using TKEY for session key establishment

m Diffie Hellman key agreement protocol

PRIVq PRIVr
— TKEYq (TKEY query) o | | =
| T TREYr (TKEY response) X
& Shared secret = f (PRIVq, TKEYq, TKEYT) )

Shared secret = f (PRIVr, TKEYq, TKEYTr)

g (Shared secret) = TSIG = g (Shared secret) 4)
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l Security solutions for DNS
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DNSSEC

Secure Zones
® Every entry in a Zone is signed

m Zones have extra records:
m SIG - Specify signature of A, MX, SOA, NS records
KEY - Specify key of signature
SIG - Sign the key
NXT - Specify next record in Zone
SIG - Signature of the NXT record

Public Key Infrastructure

® Using DNS as infrastructure to distribute public
keys.
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l Sample normal DNS Zone file

Examples by Paul Wouters, from http://www.xtdnet.nl/paul/dnssec/
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Bt
A
W, ot 0l .
et 4
el
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IM

IM
IN
IN
IN
IM

SO0A
20030216813
28800
£ 200
B4500
2600 )
M5
M3
CHAME
B
yES

ne,xtdnet,nl, hostmaster,ct,.nl,
Serial

Refreszh

Fetry

Expire

* Minimum

n=, xtdnet,.nl,

n=l, xtdnet,nl,

ww , frl,nl,

10 cable,fnl.nl,
a0 smtp,xtdnet,.nl,

+ ¥ v+ v+ v+



ct,.nl,
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AR00

AB00

600
AR00
AB00

AR00
2R00
AB00

SR00

AB00

AB00

IM =0A

S1G

M5
M5
SIG

M
P
16

kEY

kEY

s1G

Sample secure DNS Zone file

Examples by Paul Wouters, from http://www.xtdnet.nl/paul/dnssec/

hiz, xtdnet ,nl, hostmaster,ct,nl, (

2002021619 : Serial
28800 r RBefresh
L0 r Retry
BO4300 + Expire
2600 * Minimum

)

S0A &5 2 ZE00 2000220172018 |
0050218173018 35861 ct,.nl.,
oL ZHPOuZn¥ZMh FSwlEdN )
n=,xtdnet,.nl.

h=el,xtdnet.nl.

MS 5 2 3600 200303201730158 |
200302181 73018 35861 ct.nl.,
9F 7 2hpaHOZkUPMOC PR )

10 cable,.fnl.nl.,

A0 zmtp,xtdnet .nl,

My &5 2 3600 20030320173018 |
200302181 73018 35861 ct.nl.,
51261 RNyGrtg+PCZEDxe )

s T
#IHikKdoxgbod JxBImDsl
1t key id = GF410
256 3 5 (

Ba+qlT20al AyZxbhslll+mgk=

) + key id = 35861

KEY 5 2 3600 20030320173018 |
20030218173018 35361 ct.nl.,
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l Security solutions for DNS

DNSSEC - Does it really exist?

Still evolving
Only software that implements it: bind9
Several proof-of-concept deployments

Experiment: Dutch NIC and RIPE created first
toplevel secure DNS

Standards (RFCs) being proposed
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Introduction to DNS

Bibliography
®m RFC 1034 “Domain names — Concepts and facilities” (November 1987)
®m  http://www.dns.net/dnsrd/docs/whatis.html
B http://www.ietf.org/internet-drafts/draft-ietf-dnsext-dns-threats-05.txt

®m  http://www.xtdnet.nl/paul/dnssec/

© Pedro Soria-Rodriguez, sorrodp@ alum.wpi.edu



any questions?
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