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� As Louis Pasteur put it in a lecture in the 
University of Lille: “In the fields of observation 
chance favors only the prepared mind”.



What?

� CERT or CERT/CC (Computer Emergency 
Response Team / Coordination Center)

� CSIRT (Computer Security Incident Response 
Team)

� IRT (Incident Response Team)
� CIRT (Computer Incident Response Team)
� SERT (Security Emergency Response Team)



CERT

� A Computer Security Incident Response Team (CSIRT) 
is a service organization that is responsible for receiving, 
reviewing, and responding to computer security incident 
reports and activity. 

� Their services are usually performed for a defined 
constituency that could be a parent entity such as a 
corporation, governmental, or educational organization; 
a region or country; a research network; or a paid client. 
(CERT/CC)



CERT - Benefits

� Centralized coordination for IT security issues within 
the organization.

� Specialized handling of and response to IT incidents.
� Dealing with legal issues and preserving evidence in 

the event of a lawsuit.
� Keeping track of developments in the security field.
� Stimulating cooperation within the constituency on IT 

security (awareness building).



CERT - Types

� Academic Sector CSIRT
� Commercial CSIRT
� Governmental Sector CSIRT
� Internal CSIRT
� Military Sector CSIRT
� National CSIRT
� Small & Medium Enterprises (SME) Sector 

CSIRT
� Vendor CSIRT



CERT - Services

� Reactive Services
� Alerts and Warnings
� Incident Handling
� Vulnerability Handling
� Artifact Handling



CERT - Services

� Proactive Services
� Technology Watch
� Announcements
� Security Audit or Assessments
� Configuration and Maintenance of Security 

Tools, Applications and Infrastructures
� Development of Security Tools
� Intrusion Detection Services
� Security-Related Information Dissemination



CERT - Services

� Security Quality Management Services
� Risk Analysis
� Business Continuity & Disaster Recovery Planning
� Security Consulting
� Awareness Building
� Education / Training
� Product Evaluation or Certification



CERTs in Europe



Trust Building

� Team – Team
� Association
� Inter - Association
� Personal relationships.
� Certification - Trusted Introducer.
� Agreements:

� Code of Conduct.
� Memoranda of Understanding.
� SLAs.

� Adherence to standards.



Association - FIRST

� Mission:

� FIRST is an international confederation of trusted computer incident 
response teams who cooperatively handle computer security 
incidents and promote incident prevention programs.

� FIRST members develop and share technical information, tools, 
methodologies, processes and best practices

� FIRST encourages and promotes the development of quality 
security products, policies & services

� FIRST develops and promulgates best computer security practices

� FIRST promotes the creation and expansion of Incident Response 
teams and membership from organizations from around the world

� FIRST members use their combined knowledge, skills and 
experience to promote a safer and more secure global electronic 
environment.



Certification - Trust

� A way to evidence the organization's stance on security;

� A part of a contract to ensure commitment by one of the 
parties to security management;

� A mechanism to ensure mutual understanding of the 
services obtained from a provider.

� Trust relationships with Third Parties, like Partners, 
Customers and Suppliers.



CERT Certification

� What is certification good for?
� It is a driver for implementation of better IS 

practices.



Certification - Trust

� What is certification good for?
� Establishing trust relationships.



Certification - Challenges

� Challenges
� Certification doesn’t guarantee performance. 

Performance depends on the budget, the capability 
and the commitment of those involved in running it.

� Certification only guarantees that the cause of faults 
is not poor process design.

� Poor performers and bogus certifications lower the 
reputation of the certification and damage the 
reputation of all certificate holders.



Certification - Challenges

Specification



Certification - Challenges

Different 
Implementations



Certification - Challenges

If you get the 
same certificate



Certification - Challenges

For different 
implementations



Certification - Challenges

The market 
reputation you 
will get is that of 
the worst 
implementation



Certification - Challenges

� Challenges:
� Some threats fall out of the scope of information 

security:
– Human error;
– Incompetence;
– Fraud;
– Corruption.



Certification - Challenges



Certification - Summary

� Certification doesn’t guarantee 
performance.

� Bad performers damage the 
reputation of all certificate holders.



Accreditation

Accreditation Entity Accreditation Entity

Certification Entity

Final User



Trusted Introducer (TERENA)

� The Trusted Introducer (TI) is a trust broker for 
European CERTs with  three levels:
� Listed – any team identified within the scope of 

TI
� Accreditation Candidate – a team which received 

and accepted invitation for Accreditation process
� Accredited – a team which successfully 

completed accreditation / verification process



Certification – Challenges

� Certification is not enough!
� Accreditation is necessary:

� Verification of personnel's competence.
� Verification of team's procedures and policies
� Verification of financial stability and 

sustainability.
� Verification of basic operational factors, such 

as reachability or response times.



Sources

� CMU/SEI Handbook for Computer Security Incident Response Teams (CSIRTs)

� ENISA’s CERT in Europe v1.4 

� ENISA’s CERT cooperation and its further facilitation by relevant stakeholders.

� ENISA’s Information Security Certification Schemes Workshop 2006  Minutes, materials 
and Report.

� ENISA’s Inventory of CERT activities in Europe.

� ENISA www.enisa.europa.eu/cert%5Finventory/index_inventory.htm

� EA 7/03 Guidelines for the Accreditation of Bodies Operating Certification/Registration of 
Information Security Management Systems.

� FIRST - www.first.com

� ISM3 v2.00

� ISO/IEC 27001:2005 Information technology — Security techniques — Information 
security management systems — Requirements

� Information Security Management Maturity Model v2.00

� ISO/IEC 19011:2002 Guidelines for quality and/or environmental management systems 
auditing

� Terena’s Trusted Introducer Service (TI)

� Terena’s TF-CSIRT.

� Terena’s A Trusted CSIRT Introducer in Europe.
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