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� Existing snort signatures:
<script>alert(document.cookie)</script> 

attack:
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 

$HTTP_PORTS (msg:"WEB-MISC cross site scripting 
attempt"; flow:to_server,established; 
content:"<SCRIPT>"; nocase; classtype:web-
application-attack; sid:1497; rev:6;)

<img src=javascript> attack:
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 

$HTTP_PORTS (msg:"WEB-MISC cross site scripting HTML 
Image tag set to javascript attempt"; 
flow:to_server,established; content:"img 
src=javascript"; nocase; classtype:web-application-
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� Greater flexibility
� One signature can catch multiple attacks
� Lower learning curve for Unix admins –

regex is part of daily life
� Regular expressions work with:

– Snort IDS
– Apache’s mod_security.
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alert tcp $HOME_NET any -> $EXTERNAL_NET 
80

(msg:"Apache Exploit";flags: A+;

content:"/bin/sh";

replace:"/ben/sh";)
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var RESP_TCP resp:rst_snd;
var RESP_TCP_URG resp:rst_all;
var RESP_UDP resp:icmp_port,icmp_host;
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� It fails in detecting certain unique attacks, such 
as price manipulation or forceful browsing

� Some signatures may yield large number of 
false positives

� Maybe best solution is a combination of 
signature-based to detect majority of simpler 
attacks, and anomaly-based to detect 
sophisticated application-specific attacks
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– www.snort.org
– www.modsecurity.org

� Rules
– Bleeding Snort: 

http://www.bleedingsnort.org
– Community Rules: http://www.snort.org
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